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NOTICE AND DISCLAIMER OF LIABILITY CONCERNING THE USE OF NFPA STANDARDS

NFPA® codes, standards, recommended practices, and guides (“NFPA Standards”), of which the document 
contained herein is one, are developed through a consensus standards development process approved by 
the American National Standards Institute. This process brings together volunteers representing varied 
viewpoints and interests to achieve consensus on fire and other safety issues. While the NFPA administers 
the process and establishes rules to promote fairness in the development of consensus, it does not 
independently test, evaluate, or verify the accuracy of any information or the soundness of any judgments 
contained in NFPA Standards.

The NFPA disclaims liability for any personal injury, property, or other damages of any nature 
whatsoever, whether special, indirect, consequential or compensatory, directly or indirectly resulting from 
the publication, use of, or reliance on NFPA Standards. The NFPA also makes no guaranty or warranty as 
to the accuracy or completeness of any information published herein.

In issuing and making NFPA Standards available, the NFPA is not undertaking to render professional or 
other services for or on behalf of any person or entity. Nor is the NFPA undertaking to perform any duty 
owed by any person or entity to someone else. Anyone using this document should rely on his or her own 
independent judgment or, as appropriate, seek the advice of a competent professional in determining the 
exercise of reasonable care in any given circumstances.

The NFPA has no power, nor does it undertake, to police or enforce compliance with the contents of 
NFPA Standards. Nor does the NFPA list, certify, test, or inspect products, designs, or installations for 
compliance with this document. Any certification or other statement of compliance with the requirements  
of this document shall not be attributable to the NFPA and is solely the responsibility of the certifier or 
maker of the statement.

See ALERT

ALERT: THIS STANDARD HAS BEEN MODIFIED BY A TIA OR ERRATA

Users of NFPA codes, standards, recommended practices, and guides (“NFPA Standards”) should 
be aware that NFPA Standards may be amended from time to time through the issuance of a Tentative 
Interim Amendment (TIA) or corrected by Errata. An official NFPA Standard at any point in time consists 
of the current edition of the document together with any TIAs and Errata then in effect.

To determine whether an NFPA Standard has been amended through the issuance of TIAs or corrected 
by Errata, go to www.nfpa.org/docinfo to choose from the list of NFPA Standards or use the search feature 
to select the NFPA Standard number (e.g., NFPA 13). The document information page provides up-to-
date document-specific information as well as postings of all existing TIAs and Errata. It also includes the 
option to register for an “Alert” feature to receive an automatic email notification when new updates and 
other information are posted regarding the document.

REVISION SYMBOLS IDENTIFYING CHANGES FROM THE PREVIOUS EDITION

Text revisions are shaded. A Δ before a section number indicates that words within that section were 
deleted and a Δ to the left of a table or figure number indicates a revision to an existing table or figure. 
When a chapter was heavily revised, the entire chapter is marked throughout with the Δ symbol. Where 
one or more sections were deleted, a • is placed between the remaining sections. Chapters, annexes, 
sections, figures, and tables that are new are indicated with an N .

Note that these indicators are a guide. Rearrangement of sections may not be captured in the markup, 
but users can view complete revision details in the First and Second Draft Reports located in the archived 
revision information section of each code at www.nfpa.org/docinfo. Any subsequent changes from the 
NFPA Technical Meeting, Tentative Interim Amendments, and Errata are also located there.
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Users of NFPA codes, standards, recommended practices, and guides (“NFPA Standards”) should be aware that these
documents may be superseded at any time by the issuance of a new edition, may be amended with the issuance of Tentative
Interim Amendments (TIAs), or be corrected by Errata. It is intended that through regular revisions and amendments,
participants in the NFPA standards development process consider the then-current and available information on incidents,
materials, technologies, innovations, and methods as these develop over time and that NFPA Standards re�ect this
consideration. Therefore, any previous edition of this document no longer represents the current NFPA Standard on the
subject matter addressed. NFPA encourages the use of the most current edition of any NFPA Standard [as it may be amended
by TIA(s) or Errata] to take advantage of current experience and understanding. An of�cial NFPA Standard at any point in
time consists of the current edition of the document, including any issued TIAs and Errata then in effect.

To determine whether an NFPA Standard has been amended through the issuance of TIAs or corrected by Errata, visit the
“Codes & Standards” section at www.nfpa.org.

Interpretations of NFPA Standards

A statement, written or oral, that is not processed in accordance with Section 6 of the Regulations Governing the
Development of NFPA Standards shall not be considered the of�cial position of NFPA or any of its Committees and shall not
be considered to be, nor be relied upon as, a Formal Interpretation.

Patents

The NFPA does not take any position with respect to the validity of any patent rights referenced in, related to, or asserted in
connection with an NFPA Standard. The users of NFPA Standards bear the sole responsibility for determining the validity of
any such patent rights, as well as the risk of infringement of such rights, and the NFPA disclaims liability for the infringement
of any patent resulting from the use of or reliance on NFPA Standards.

NFPA adheres to the policy of the American National Standards Institute (ANSI) regarding the inclusion of patents in
American National Standards (“the ANSI Patent Policy”), and hereby gives the following notice pursuant to that policy:

NOTICE: The user’s attention is called to the possibility that compliance with an NFPA Standard may require use of an
invention covered by patent rights. NFPA takes no position as to the validity of any such patent rights or as to whether such
patent rights constitute or include essential patent claims under the ANSI Patent Policy. If, in connection with the ANSI Patent
Policy, a patent holder has �led a statement of willingness to grant licenses under these rights on reasonable and
nondiscriminatory terms and conditions to applicants desiring to obtain such a license, copies of such �led statements can be
obtained, on request, from NFPA. For further information, contact the NFPA at the address listed below.

Law and Regulations

Users of NFPA Standards should consult applicable federal, state, and local laws and regulations. NFPA does not, by the
publication of its codes, standards, recommended practices, and guides, intend to urge action that is not in compliance with
applicable laws, and these documents may not be construed as doing so.

Copyrights

NFPA Standards are copyrighted. They are made available for a wide variety of both public and private uses. These include
both use, by reference, in laws and regulations, and use in private self-regulation, standardization, and the promotion of safe
practices and methods. By making these documents available for use and adoption by public authorities and private users, the
NFPA does not waive any rights in copyright to these documents.

Use of NFPA Standards for regulatory purposes should be accomplished through adoption by reference. The term
“adoption by reference” means the citing of title, edition, and publishing information only. Any deletions, additions, and
changes desired by the adopting authority should be noted separately in the adopting instrument. In order to assist NFPA in
following the uses made of its documents, adopting authorities are requested to notify the NFPA (Attention: Secretary,
Standards Council) in writing of such use. For technical assistance and questions concerning adoption of NFPA Standards,
contact NFPA at the address below.

For Further Information

All questions or other communications relating to NFPA Standards and all requests for information on NFPA procedures
governing its codes and standards development process, including information on the procedures for requesting Formal
Interpretations, for proposing Tentative Interim Amendments, and for proposing revisions to NFPA standards during regular
revision cycles, should be sent to NFPA headquarters, addressed to the attention of the Secretary, Standards Council, NFPA, 1
Batterymarch Park, P.O. Box 9101, Quincy, MA 02269-9101; email: stds_admin@nfpa.org.

For more information about NFPA, visit the NFPA website at www.nfpa.org. All NFPA codes and standards can be viewed at
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Standard on

Continuity, Emergency, and Crisis Management

2019 Edition

This edition of NFPA 1600, Standard on Continuity, Emergency, and Crisis Management, was prepared
by the Technical Committee on Emergency Management and Business Continuity. It was issued by
the Standards Council on November 5, 2018, with an effective date of November 25, 2018, and
supersedes all previous editions.

This document has been amended by one or more Tentative Interim Amendments (TIAs) and/or
Errata. See "Codes & Standards" at www.nfpa.org for more information.

This edition of NFPA 1600 was approved as an American National Standard on November 25,
2018.

Origin and Development of NFPA 1600

The NFPA Standards Council established the Disaster Management Committee in January 1991.
The committee was given the responsibility for developing documents relating to preparedness for,
response to, and recovery from disasters resulting from natural, human, and technological causes.
The �rst edition of NFPA 1600, titled Recommended Practice for Disaster Management, was adopted by the
NFPA membership in 1995.

The 2000 edition focused on a “total program approach” for disaster/emergency management
and business continuity programs. It added common program elements, techniques, processes, and
hazard mitigation while transitioning from a recommended practice to a standard.

Based on contributions from multiple emergency management organizations, including the
Federal Emergency Management Agency (FEMA), the National Emergency Management Association
(NEMA), and the International Association of Emergency Managers (IAEM), as well as private sector
business continuity professionals, the 2004 edition was revised to de�ne the elements of an
emergency management and business continuity program. A variety of crosswalks between various
other emergency management publications, such as FEMA’s Comprehensive Assessment for Readiness
(CAR), the Business Continuity Institute’s (BCI) Good Practice Guidelines (GPG), and the Disaster
Recovery Institute International’s (DRII) Ten Professional Practices, were added.

The 2007 edition saw the inclusion of prevention, bringing the standard into alignment with the
related disciplines and practices of risk management, security, and loss prevention.

The 2010 edition of NFPA 1600 was revised to follow a program development process consistent
with the “plan, do, check, act” continuous improvement process. Chapter 4 incorporated leadership
and commitment concepts, including elements such as performance objectives and records
management. Chapter 5 was rewritten into four chapters addressing planning, implementation,
testing and exercises, and program improvement. Business impact analysis became a separate section
while requirements for employee assistance and support, testing and exercising, and evaluations and
corrective actions were incorporated throughout various chapters. In addition, Annex C was
expanded to include a self-assessment checklist, and Annex D was updated to provide a crosswalk
between NFPA 1600 and elements of a management system program.

Between the 2010 edition and the 2013 edition, NFPA 1600 received designation and certi�cation
as anti-terrorism technology under the U.S. Federal SAFETY Act and became SAFETY Act
Certi�edTM.

The 2013 edition continued the reordering of the standard to align with a program development
process and the continuous improvement process. Requirements for business continuity and
recovery were revised throughout the document, and new requirements for employee assistance and
support and maintenance were added.
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For the 2016 edition of NFPA 1600, the title was changed to Standard on Disaster/Emergency Management and Business
Continuity/Continuity of Operations Programs to re�ect the standard is applicable to public sector continuity planning, commonly
referred to as “continuity of operations planning” or “COOP.” The purpose of the standard was changed to re�ect the
committee’s decision to emphasize that the standard provides fundamental criteria for preparedness through a program that
addresses prevention, mitigation, response, continuity, and recovery.

Crisis management planning was revised to include issues that potentially threaten the entity's operations, reputation,
market share, ability to do business, or relationships with key stakeholders. Supply chain vulnerability assessment was added to
risk assessment considerations while assessing information loss was added to impact analysis for the 2016 edition. Also,
information security was incorporated into continuity planning and multiple sections were rewritten to differentiate
“continuity” from “recovery.”

Examples of natural, human-caused, and technological hazards were relocated from Annex A to the requirements for risk
assessment. Annex C was added to address small business planning. Also, a de�nition for persons with access and functional
needs was added to support a new Annex J.

The 2019 edition of NFPA 1600 has placed greater emphasis on crisis management. In addition to emphasizing it in the
title, the entity is now required to establish and maintain crisis management capabilities. This includes details regarding
assigned responsibilities and processes. The standard also has been reorganized to provide better alignment with the Plan-Do-
Check-Act (PDCA) model of continuous improvement. A signi�cant addition to the standard is the new Annex L on data
interoperability for emergency management, continuity, and crisis management. It provides criteria by which an organization’s
needs and capabilities are assessed so plans can be developed to �ll capability gaps. Finally, multiple crosswalks and annexes
have been updated based on changes to the main body of the standard.
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Standard on
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IMPORTANT NOTE: This NFPA document is made available for
use subject to important notices and legal disclaimers. These notices
and disclaimers appear in all publications containing this document
and may be found under the heading “Important Notices and
Disclaimers Concerning NFPA Standards.” They can also be viewed
at www.nfpa.org/disclaimers or obtained on request from NFPA.

UPDATES, ALERTS, AND FUTURE EDITIONS: New editions of
NFPA codes, standards, recommended practices, and guides (i.e.,
NFPA Standards) are released on scheduled revision cycles. This
edition may be superseded by a later one, or it may be amended
outside of its scheduled revision cycle through the issuance of Tenta‐
tive Interim Amendments (TIAs). An of�cial NFPA Standard at any
point in time consists of the current edition of the document, together
with all TIAs and Errata in effect. To verify that this document is the
current edition or to determine if it has been amended by TIAs or
Errata, please consult the National Fire Codes® Subscription Service
or the “List of NFPA Codes & Standards” at www.nfpa.org/docinfo.
In addition to TIAs and Errata, the document information pages also
include the option to sign up for alerts for individual documents and
to be involved in the development of the next edition.

NOTICE: An asterisk (*) following the number or letter
designating a paragraph indicates that explanatory material on
the paragraph can be found in Annex A.

A reference in brackets [ ] following a section or paragraph
indicates material that has been extracted from another NFPA
document. As an aid to the user, the complete title and edition
of the source documents for extracts in mandatory sections of
the document are given in Chapter 2 and those for extracts in
informational sections are given in Annex M. Extracted text
may be edited for consistency and style and may include the
revision of internal paragraph references and other references
as appropriate. Requests for interpretations or revisions of
extracted text shall be sent to the technical committee respon‐
sible for the source document.

Information on referenced publications can be found in
Chapter 2 and Annex M.

Chapter 1   Administration

Δ 1.1* Scope.   This standard shall establish a common set of
criteria for all-hazards disaster/crisis/disaster/emergency
management and business continuity/continuity of operations
programs, hereinafter referred to as “program.”

1.2* Purpose.   This standard provides the fundamental crite‐
ria for preparedness and resiliency, including the planning,
implementation, execution, assessment, and maintenance of
programs for prevention, mitigation, response, continuity, and
recovery.

1.3* Application.   This document shall apply to public,
private, and nonpro�t and nongovernmental entities.

Chapter 2   Referenced Publications

2.1 General.   The documents or portions thereof listed in this
chapter are referenced within this standard and shall be
considered part of the requirements of this document.

2.2 NFPA Publications.   (Reserved)

2.3 Other Publications.

Merriam-Webster’s Collegiate Dictionary, 11th edition, Merriam-
Webster, Inc., Spring�eld, MA, 2003.

2.4 References for Extracts in Mandatory Sections.
(Reserved)

Chapter 3   De�nitions

3.1 General.   The de�nitions contained in this chapter shall
apply to the terms used in this standard. Where terms are not
de�ned in this chapter or within another chapter, they shall be
de�ned using their ordinarily accepted meanings within the
context in which they are used. Merriam-Webster’s Collegiate
Dictionary, 11th edition, shall be the source for the ordinarily
accepted meaning.

3.2 NFPA Of�cial De�nitions.

3.2.1* Approved.   Acceptable to the authority having jurisdic‐
tion.

3.2.2* Authority Having Jurisdiction (AHJ).   An organization,
of�ce, or individual responsible for enforcing the requirements
of a code or standard, or for approving equipment, materials,
an installation, or a procedure.

3.2.3 Shall.   Indicates a mandatory requirement.

3.2.4 Should.   Indicates a recommendation or that which is
advised but not required.

3.2.5 Standard.   An NFPA Standard, the main text of which
contains only mandatory provisions using the word “shall” to
indicate requirements and that is in a form generally suitable
for mandatory reference by another standard or code or for
adoption into law. Nonmandatory provisions are not to be
considered a part of the requirements of a standard and shall
be located in an appendix, annex, footnote, informational
note, or other means as permitted in the NFPA Manuals of
Style. When used in a generic sense, such as in the phrase
“standards development process” or “standards development
activities,” the term “standards” includes all NFPA Standards,
including Codes, Standards, Recommended Practices, and
Guides.

3.3 General De�nitions.

3.3.1* Access and Functional Needs.   Persons requiring
special accommodations because of health, social, economic,
or language challenges.

3.3.2 All-Hazards.   An approach for prevention, mitigation,
preparedness, response, continuity, and recovery that addresses
a full range of threats and hazards, including natural, human-
caused, and technology-caused.

3.3.3* Business Continuity/Continuity of Operations.   An
ongoing process to ensure that the necessary steps are taken to
identify the impacts of potential losses and maintain viable
continuity and recovery strategies and plans.
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3.3.4 Business Impact Analysis (BIA).   A management level
analysis that identi�es, quanti�es, and quali�es the impacts
resulting from interruptions or disruptions of an entity’s
resources. The analysis can identify time-critical functions,
recovery priorities, dependencies, and interdependencies so
that recovery time objectives can be established and approved.

3.3.5 Capability.   The ability to perform required actions.

3.3.6 Competence.   Demonstrated ability to apply knowledge
and skills to achieve intended results.

3.3.7 Continual Improvement.   Recurring process of enhanc‐
ing the management program in order to achieve improve‐
ments in overall performance consistent with the entity’s
policy, goals, and objectives.

3.3.8 Continuity.   A term that includes business continuity/
continuity of operations (COOP), operational continuity,
succession planning, continuity of government (COG), which
support the resilience of the entity.

3.3.9 Crisis.   An issue, event, or series of events with potential
for strategic implications that severely impacts or has the poten‐
tial to severely impact an entity’s operations, brand, image,
reputation, market share, ability to do business, or relation‐
ships with key stakeholders. A crisis might or might not be initi‐
ated or triggered by an incident, and requires sustained input
at a strategic level to minimize its impact on the entity.

3.3.10 Crisis Management.   The ability of an entity to manage
incidents that have the potential to cause signi�cant security,
�nancial, strategic, or reputational impacts.

3.3.11 Damage Assessment.   A determination of the effects of
the incident on humans; on physical, operational, economic
characteristics; and on the environment.

3.3.12 Disaster/Emergency Management.   An ongoing process
to prevent, mitigate, prepare for, respond to, maintain continu‐
ity during, and to recover from, an incident that threatens life,
property, operations, information, or the environment.

3.3.13 Entity.   A governmental agency or jurisdiction, private
or public company, partnership, nonpro�t organization, or
other organization that has crisis/disaster/emergency manage‐
ment and business continuity/continuity of operations respon‐
sibilities.

3.3.14* Exercise.   A process to assess, train, practice, and
improve performance in an entity.

Δ 3.3.15 Incident.   An event that has the potential to cause inter‐
ruption, disruption, loss, emergency, disaster, or catastrophe,
and can escalate into a crisis.

3.3.16 Incident Action Plan.   A verbal plan, written plan, or
combination of both that is updated throughout the incident
and re�ects the overall incident strategy, tactics, risk manage‐
ment, and member safety requirements approved by the inci‐
dent commander.

3.3.17* Incident Management System (IMS).   The combina‐
tion of facilities, equipment, personnel, procedures, and
communications operating within a common organizational
structure and designed to aid in the management of resources
during incidents.

3.3.18 Interoperability.   The ability of diverse personnel,
systems, and entities to work together seamlessly.

3.3.19* Mitigation.   Activities taken to reduce the impacts
from hazards.

3.3.20* Mutual Aid/Assistance Agreement.   A prearranged
agreement between two or more entities to share resources in
response to an incident.

3.3.21 Preparedness.   Ongoing activities, tasks, and systems to
develop, implement, and maintain the program.

3.3.22* Prevention.   Activities to avoid or stop an incident
from occurring.

3.3.23* Recovery.   Activities and programs designed to return
conditions to a level that is acceptable to the entity.

N 3.3.24 Resiliency.   The ability to prepare for and adapt to
changing conditions and withstand and recover rapidly from
disruptions.

3.3.25* Resource Management.   A system for identifying avail‐
able resources to enable timely access to resources needed to
prevent, mitigate, prepare for, respond to, maintain continuity
during, or recover from an incident.

3.3.26* Response.   Immediate and ongoing activities, tasks,
programs, and systems to manage the effects of an incident
that threatens life, property, operations, an entity, or the envi‐
ronment.

3.3.27 Risk Assessment.   The process of identifying threats
and hazards to life, property, operations, the environment, and
entities, and the analysis of probabilities, vulnerabilities, and
impacts.

3.3.28 Situation Analysis.   The process of collecting, evaluat‐
ing, and disseminating information related to the incident,
including information on the current and forecasted situation
and on the status of resources for management of the incident.

N 3.3.29 Social Media.   Forms of electronic communication
(such as websites) through which people create online
communities to share information, ideas, and personal
messages.

3.3.30 Supply Chain.   A network of individuals, entities, activi‐
ties, information, resources, and technology involved in creat‐
ing and delivering a product or service from supplier to end
user.

3.3.31 Test.   Procedure for evaluation with a pass or fail result.

3.3.32 Vital Records.   Information critical to the continued
operation or survival of an entity.

Chapter 4   Program Management

4.1 Leadership and Commitment.

4.1.1   The entity leadership shall demonstrate commitment to
the program to prevent, mitigate the consequences of, prepare
for, respond to, maintain continuity during, and recover from
incidents.

4.1.2   The leadership commitment shall include the following:

(1) Support the development, implementation, and mainte‐
nance of the program

(2) Provide necessary resources to support the program

https://www.hsenode.com/NFPA/176868143/NFPA-1600?src=spdf


PROGRAM MANAGEMENT 1600-7

Shaded text = Revisions. Δ = Text deletions and �gure/table revisions. • = Section deletions. N  = New material. 2019 Edition

(3) Ensure the program is reviewed and evaluated as needed
to ensure program effectiveness

(4) Support corrective action to address program de�ciencies

4.1.3   The entity shall adhere to policies, execute plans, and
follow procedures developed to support the program.

4.2* Program Coordinator.   The program coordinator shall be
appointed by the entity’s leadership and authorized to develop,
implement, administer, evaluate, and maintain the program.

N 4.3 Performance Objectives.

N 4.3.1*   The entity shall establish performance objectives for
the program in accordance with Chapter 4 and the elements in
Chapters 5 through 10.

N 4.3.2   The performance objectives shall address the results of
the hazard identi�cation, risk assessment, and business impact
analysis.

N 4.3.3   Performance objectives shall be developed by the entity
to address both short-term and long-term needs.

N 4.3.4   The entity shall de�ne the terms short term and long term.

4.4 Program Committee.

4.4.1   A program committee shall be established by the entity
in accordance with its policy.

Δ 4.4.2   The program committee shall provide input or assist in
the coordination of the preparation, development, implemen‐
tation, evaluation, and maintenance of the program.

Δ 4.4.3   The program committee shall include the program coor‐
dinator and others who have the expertise, the knowledge of
the entity, and the capability to identify resources from all key
functional areas within the entity.

N 4.4.4*   The program committee shall solicit applicable exter‐
nal representation.

4.5 Program Administration.

Δ 4.5.1   The entity shall have a documented program that
includes the following:

(1) Executive policy, including vision, mission statement,
roles and responsibilities, and enabling authority

(2)* Program scope, goals, performance, objectives, and
metrics for program evaluation

(3)* Applicable authorities, legislation, regulations, and indus‐
try codes of practice as required by Section 4.6

(4) Program budget and schedule, including milestones
(5) Program plans and procedures that include the following:

(a) Anticipated cost
(b) Priority
(c) Resources required

(6) Records management practices as required by Section 4.8
(7) Management of change

4.5.2   The program shall include the requirements speci�ed in
Chapters 4 through 10, the scope of which shall be determined
through an “all-hazards” approach and the risk assessment.

4.5.3*   Program requirements shall be applicable to prepared‐
ness including the planning, implementation, assessment, and
maintenance of programs for prevention, mitigation, response,
continuity, and recovery.

4.6 Laws and Authorities.

4.6.1*   The program shall comply with applicable legislation,
policies, regulatory requirements, and directives.

4.6.2   The entity shall establish, maintain, and document
procedure(s) to comply with applicable legislation, policies,
regulatory requirements, and directives.

4.6.3*   The entity shall implement a strategy for addressing the
need for revisions to legislation, regulations, directives, poli‐
cies, and industry codes of practice.

4.7 Finance and Administration.

4.7.1   The entity shall develop �nance and administrative
procedures to support the program before, during, and after
an incident.

4.7.2*   There shall be a responsive �nance and administrative
framework that does the following:

(1) Complies with the entity’s program requirements
(2) Is uniquely linked to response, continuity, and recovery

operations
(3) Provides for maximum �exibility to expeditiously request,

receive, manage, and apply funds in a nonemergency
environment and in emergency situations to ensure the
timely delivery of assistance

4.7.3   Procedures shall be created and maintained for expedit‐
ing �scal decisions in accordance with established authoriza‐
tion levels, accounting principles, governance requirements,
and �scal policy.

4.7.4   Finance and administrative procedures shall include the
following:

(1) Responsibilities for program �nance authority, including
reporting relationships to the program coordinator

(2)* Program procurement procedures
(3) Payroll
(4)* Accounting systems to track and document costs
(5) Management of funding from external sources
(6) Crisis management procedures that coordinate authoriza‐

tion levels and appropriate control measures
(7) Documenting �nancial expenditures incurred as a result

of an incident and for compiling claims for future cost
recovery

(8) Identifying and accessing alternative funding sources
(9) Managing budgeted and specially appropriated funds

4.8* Records Management.

4.8.1   The entity shall develop, implement, and manage a
records management program to ensure that records are avail‐
able to the entity.

4.8.2   The program shall include the following:

(1) Identi�cation of records (hard copy or electronic) vital to
continue the operations of the entity

(2) Backup of records on a frequency necessary to meet
program goals and objectives

(3) Validation of the integrity of records backup
(4) Implementation of procedures to store, retrieve, and

recover records on-site or off-site
(5) Protection of records
(6) Implementation of a record review process
(7) Procedures coordinating records access
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